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openss|-1.0.2_4

[x] SHARED build of shared libs
[x] THREADS Threading support
[ 1 I386 Optimize for i386 (instead of (486+)
runt ime 2eE? detect ion
opt imized Aszembler code
PADLOCE Y14 Padlock support
ZLIB zlib compression suppart
GHP zmp support (LGFLw3 )
SCTP SCTP protocol support
Bal? 23lv? protocol suppart
2aL3 33Lv3 protocol suppart
RFC3774 RFC3779 support (BGP)
MC2 MD? hazh (obsolete)
RCE RCE cipher (patented)
EXFCIPHERS  Include experimental ciphers
Dacs Build andfor install documentation
[ Install API manpazes (section 3)
EC Optimize NIST elliptic curves

e <Cance| >

github.comO OO OO O0OODOOOODOOO

O00000000000OOletsencrypt0 000 0000000000009t ODOODOOODOO
000000000000 00 OO0 letencript-auto0 0000000000 ODODOO

root@crusade:/home/letencript # git clone
https://github.com/letsencrypt/letsencrypt

root@crusade:/home/letencript # cd letsencrypt
root@crusade:/home/letencript/letsencrypt # ./letsencrypt-auto --server
https://acme-v0l.api.letsencrypt.org/directory --help

grep: /etc/os-release: No such file or directory

WARNING: FreeBSD support is very experimental at present...

if you would like to work on improving it, please ensure you have backups
and then run this script again with the --debug flag!
root@crusade:/home/letencript/letsencrypt #

O-debug0 000000000 DOODO0OOODODODOODOOOOODOO

gooogobooobobooboobooboobobboobooboobobobobDbobboobLOoOoon
gobbooobbooobbooobooobbooobbooobboobo

root@crusade:/home/letencript/letsencrypt # ./letsencrypt-auto --debug --
server https://acme-v0l.api.letsencrypt.org/directory --help

grep: /etc/os-release: No such file or directory

Bootstrapping dependencies for FreeBSD...

+ pkg install -Ay git python py27-virtualenv augeas libffi

Updating FreeBSD repository catalogue...

Fetching meta.txz: 100% 944 B  0.9kB/s 00:01

Fetching packagesite.txz: 100% 5 MiB  1.8MB/s 00:03

Processing entries: 100%
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FreeBSD repository update completed. 24029 packages processed.
Updating database digests format: 100%
The following 4 package(s) will be affected (of 0 checked):

New packages to be INSTALLED:
py27-virtualenv: 13.1.0
augeas: 1.4.0

Installed packages to be REINSTALLED:
git-2.6.4 (direct dependency changed: p5-Error)
python-2.7 2,2 (ABI changed: 'freebsd:9:x86:64' ->
'freebsd:10:x86:64")

The process will require 6 MiB more space.

6 MiB to be downloaded.

Fetching git-2.6.4.txz: 100% 3 MiB 1.2MB/s 00:03
Fetching python-2.7 2,2.txz: 100% 996 B 1.0kB/s 00:01
Fetching py27-virtualenv-13.1.0.txz: 100% 2 MiB 695.7kB/s 00:03
Fetching augeas-1.4.0.txz: 100% 575 KiB 588.3kB/s 00:01
Checking integrity... done (0@ conflicting)

[1/4] Reinstalling git-2.6.4...

Updating /etc/shells

==> You should manually remove the "git daemon" user.

===> (Creating users and/or groups.

Using existing group 'git daemon'.

Using existing user 'git daemon'.

[1/4] Extracting git-2.6.4: 100%

Updating /etc/shells

[2/4] Reinstalling python-2.7 2,2...

[2/4] Extracting python-2.7 2,2: 100%

[3/4] Installing py27-virtualenv-13.1.0...

[3/4] Extracting py27-virtualenv-13.1.0: 100%

[4/4] Installing augeas-1.4.0...

[4/4] Extracting augeas-1.4.0: 100%

Message from git-2.6.4:

skokokok koo ok sk ok ok kR sk kofokkkokokokkokok - GTTWER Kok 4ok ok ok ok ook sk ok s ok sk ok ook sk ok s ok sk ok ok sk ok ook sk ok ook ok ok o ok

If you installed the GITWEB option please follow these instructions:

In the directory /usr/local/share/examples/git/gitweb you can find all files
to
make gitweb work as a public repository on the web.

All you have to do to make gitweb work is:

1) Copy the files /usr/local/share/examples/git/gitweb/* to a directory on
your web server (e.g. Apache2) in which you are able to execute
CGI-scripts.

2) In gitweb.cgi, adjust the variable $projectroot to point to
your git repository (that is where you have your *.git project

directories).
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If you installed the CONTRIB option please note that the scripts are
installed in /usr/local/share/git-core/contrib. Some of them require
other ports to be installed (perl, python, etc), which you may need to

install manually.
3k 3Kk 3k 5Kk 3k 5k >k 5k >k 5k 3k >k 3k >k 5k >k 5k >k 5k >k >k >k >k >k ki >k k CONTRIB 3k 3k 3k 3k 3k 5k 3k 5k >k 5k 3k 5k >k 3k 3k 3k 5k 3k 5k >k 5k >k 5k 3k >k 3k 3k 5k >k 5k >k 5k >k >k %k >k

Creating virtual environment...

Updating letsencrypt and virtual environment dependencies...You are using
pip version 7.1.0, however version 7.1.2 is available.

You should consider upgrading via the 'pip install --upgrade pip' command.
.You are using pip version 7.1.0, however version 7.1.2 is available.

You should consider upgrading via the 'pip install --upgrade pip' command.

Running with virtualenv: /root/.local/share/letsencrypt/bin/letsencrypt --
debug --server https://acme-v0l.api.letsencrypt.org/directory --help

letsencrypt [SUBCOMMAND] [options] [-d domain] [-d domain]

The Let's Encrypt agent can obtain and install HTTPS/TLS/SSL certificates.

By
default, it will attempt to use a webserver both for obtaining and
installing

the cert. Major SUBCOMMANDS are:

(default) run Obtain & install a cert in your current webserver

certonly Obtain cert, but do not install it (aka "auth")

install Install a previously obtained cert in a server

revoke Revoke a previously obtained certificate

rollback Rollback server configuration changes made during
install

config changes Show changes made to server config during
installation

plugins Display information about installed plugins

Choice of server plugins for obtaining and installing cert:

- -apache Use the Apache plugin for authentication & installation

--standalone Run a standalone webserver for authentication

(nginx support is experimental, buggy, and not installed by default)

--webroot Place files in a server's webroot folder for
authentication

OR use different plugins to obtain (authenticate) the cert and then install
it:

--authenticator standalone --installer apache
More detailed help:

-h, --help [topic] print this message, or detailed help on a topic;
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the available topics are:

all, automation, paths, security, testing, or any of the subcommands or
plugins (certonly, install, nginx, apache, standalone, webroot, etc)

root@crusade:/home/letencript/letsencrypt #

certbot-auto 1 000000 QOO0

OO00OLet'sEncryptD 000 00O00O[standalone0 000000000 O0OODOODOOODOODO

standalone O OO0 OO0 OQOng

WebOOODODOODOOcertbot-autoD DO O DO800 OO0 OOListenDO0OO0OWebOODODOOODOODO
OO0OapacheD O OOODOO

serviceD OO OO OOODOO O [Q/usr/local/.etc/rc.d/apache24 stop DO 0O 0O O
root@crusade:/home/letencript/letsencrypt # service apache24 stop

OODOcertbot-auto0 OO0 00D O0ODOO00O0OOODOOODOOOODOOODOOOOOOODOOOOODO
gooooooooad
000 letencript-auto0 00000 O00O0OD0OOOOODO

root@crusade:/home/letencript/letsencrypt # ./letsencrypt-auto certonly -a
standalone -d hgotoh.jp -d www.hgotoh.jp

Updating letsencrypt and virtual environment dependencies.......

Running with virtualenv: /root/.local/share/letsencrypt/bin/letsencrypt
certonly -a standalone -d hgotoh.jp -d www.hgotoh.jp

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at
/etc/letsencrypt/live/hgotoh.jp/fullchain.pem. Your cert will
expire on YYYY-MM-DD. To obtain a new version of the certificate in
the future, simply run Let's Encrypt again.

- If like Let's Encrypt, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-1le

root@crusade:/home/letencript/letsencrypt #

YYY-MM-DDOOOOOOOODOOoOooooOoooooobooooooboeoooooboooo
gobooobbooobbooobobooobbg

gobooobooogd
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Enter email address (used for urgent notices and lost key recovery)
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<Cancel>

ggboobobdoooobbobooooobobooooooooooub bbb bboooobbobog
gbobogobobooboobooobbooobooooboooboboooo

googooaoagd

Fleaze read the Termz of Service at

https:df let sencrypt . orgfdocunent s /LE-S8-w1.0. 1-Julw-27-2015. pdf . You
must agree in order to register with the ACME szerver at

httes: ffacme-v01.api. letsencrypt . orgddirectory

<Cance|>
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an

oo UuU o

oo ogoooo

O0o0ooooooooon /etc/letsencrypt/archive/hgotoh.jp/certl.pem
Ooooooooooooooo /etc/letsencrypt/live/hgotoh.jp/cert.pem
opogood /etc/letsencrypt/archive/hgotoh.jp/chainl.pem
0oooooooooooog [etc/letsencrypt/live/hgotoh.jp/chain.pem
O0000000000000000000000 |/etc/letsencrypt/archive/hgotoh.jp/fullchainl.pem
0oodoodooOoooooonoooooon /etc/letsencrypt/live/hgotoh.jp/fullchain.pem
oog [etc/letsencrypt/archive/hgotoh.jp/privkeyl.pem
O0oooooooooo /etc/letsencrypt/live/hgotoh.jp/privkey.pem

1000 certl.pem2000 cer2.pem0 000000 DO0ODO0OOOODODOODOOODOOODOODOO
gobooobobooobboonoboooon
gobbooobbooobbooobooobbooobbooobboobo

ApacheD OO O0ODOOOO0OOODOOOODOOOODOODOOOODOONttpd.conf00OCOOOOO
goo
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goo
0000000000000 000DoOo0O00ooo0oOooDoodDbocumentRootd O O Aliasd 00O
gobooobobuogobboonooooon

Apache240 00000000 OO0O

httpd.conf OO OSSLOOO0O0OOO0OOODOOODOODOOOOOODOODOOO

LoadModule socache shmcb module libexec/apache24/mod socache shmcb.so
LoadModule ssl module libexec/apache24/mod ssl.so

i
0

a
Include etc/apache24/extra/httpd-ssl.conf

extra/httpd-ssl.conf O 00000 OOSSLOOOOOOOOOOOOO
O00D00000000o00oDoooooooooooon chainpem OO 0O O Qfullchain.pemO O O
ogoooooon

O0000000000000 hgotoh.jp00C000O0OOOOODO. ODOODOODOOOODOO

<VirtualHost hgotoh.jp:443>
DocumentRoot "/usr/local/www/apache24/datamater"
ServerName hgotoh.jp:443
ServerAdmin hoge@hgotoh.jp

SSLEngine on
SSLCertificateFile "/etc/letsencrypt/live/hgotoh. jp/fullchain.pem”
SSLCertificateKeyFile "/etc/letsencrypt/live/hgotoh.jp/privkey.pem"

<IfModule log config module>
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"
\"%t %h %{SSL PROTOCOL}x S%{SSL CIPHER}x\" \"%r\" %b" combined
ErrorLog "/var/log/httpd-error.log"
TransferLog "/var/log/httpd-access.log"
CustomLog "|/usr/local/sbin/rotatelogs /var/log/httpd-ssl access.log
2592000 540" combined
</IfModule>

<Directory "/usr/local/www/apache24/wiki">
AllowOverride All
Options +Indexes -FollowSymLinks
Require all granted
SSLOptions +StdEnvVars

</Directory>

<IfModule alias module>
Alias /wiki /usr/local/www/apache24/wiki
</IfModule>
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BrowserMatch "MSIE [2-5]" \
nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0

</VirtualHost>

O0000D000OapacheD DO OO0

serviceD OO OO DOODOODOO/usr/local/.etc/rc.d/apache24 start D O O O O

root@crusade:/home/letencript/letsencrypt # service apache24 start

certbot-auto I 00000 OO0

gobooobbodbobooobbooobbooobbuooobbOoUobbbooobbooroogs
00b00oobbooobbo0o0obob boobbooobeO OO DbOOUODDbDOOOC

O00000 certonly OO0 000

updatecert.sh

#!/bin/sh

cd /home/letencript/letsencrypt

service apache24 stop

./certbot-auto certonly --standalone --renew-by-default -d hgotoh.jp -d
www . hgotoh.jp

service apache24 start

WebOOOODOOOOODOODOOOODOODOOODODOOOOOOO

0000000000000 00Q0“Renew &replacethecert” 000000

You have an existing certificate that containg exact |w the zame
doma ins wou requested and isn"t close to expiry.
iref: fetcdletzencrypt frenewal fheotoh. jp.conf )

What would wou like to do?

1 Keep the existing certificate for now _
Renew & replace the cert (limit "5 per 7 dawvs)
3 Cancel thiz operation and do nothing

[
I
I
I
I
I
I
I
I
I
L

<Cancel>

conD0O0OO0OO00O0OOOOODOOOOODOSSYTLSOooooooooooooooooooon
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-renew-by-default 0 O OO0 0O

O00000 certonly + webrootO OO OO OO0 OO

OO0OApacheD 000000 DOOO0OODOODOOOODOOOODODOOOODOOOOODO
OApache0 00 0OO0OOO0OOOQwebroot0 00000000 DOOOOODOODO

*Let'sEncrypt 000000 OOOO0O Webroot

root@crusade:/home/letencript/letsencrypt # ./certbot-auto certonly --
webroot -w /usr/local/www/apache24/data/ -d hgotoh.jp -d www.hgotoh.jp
WARNING: unable to check for updates.

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at
/etc/letsencrypt/live/hgotoh.jp/fullchain.pem. Your cert will
expire on 2016-12-09. To obtain a new or tweaked version of this
certificate in the future, simply run certbot-auto again. To
non-interactively renew *all* of your certificates, run
“certbot-auto renew"

- If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-1le

root@crusade:/home/letencript # service apache24 reload
Performing sanity check on apache24 configuration:
Syntax OK

Performing sanity check on apache24 configuration:
Syntax OK

Performing a graceful restart
root@crusade:/home/letencript #

.wODOODOODOOWebOOOOOOOOOODOOOOOO0O0OO0O .well-knownO O OO

O [certbot-auto 000 0000000000000 0O0O0O0O0OD0DOOOOOODOOOOOOOOO
00 .wel-knownD OO OOOOOOOO0OOOO

000000 fetc/letsencrypt/archive/hgotoh.jp/ D00 0000000000000 O0O0OO0OODOO
oooo

0000000000000 000OWebOODODOOOODOOOODOODOOOOWebODODOOOODO
gobogobobodoobooo bboooboooobooobbooobbooobbooooboba
goobooobooood

ooddtd renew 0000

OboobobooobobuoboobobuoboboobobuooboobOoboOoon renew(

root@crusade:/home/letencript # letsencrypt/certbot-auto renew --webroot -w
/usr/local/www/apache24/data/
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WARNING: unable to check for updates.

Processing /etc/letsencrypt/renewal/hgotoh.jp.conf

The following certs are not due for renewal yet:
/etc/letsencrypt/live/hgotoh. jp/fullchain.pem (skipped)

No renewals were attempted.

root@crusade:/home/letencript #

00000000 certonly +webrootD 00000000000 ODOOODOOOOO
dddodoooooooououoouo

root@crusade:/home/letencript # letsencrypt/certbot-auto renew --force-renew
WARNING: unable to check for updates.

Processing /etc/letsencrypt/renewal/hgotoh.jp.conf

new certificate deployed without reload, fullchain is
/etc/letsencrypt/live/hgotoh. jp/fullchain.pem

Congratulations, all renewals succeeded. The following certs have been
renewed:

/etc/letsencrypt/live/hgotoh.jp/fullchain.pem (success)
root@crusade:/home/letencript #

0000000000000 OOapache0 00000000 DOOO0OOODOO0OODOOOOODOOO
gooboooooood

Udddddrenew JOOOOOOO
00 Ocertbot-auto0 0 OO OO OOOOO -webroot -w /usr/local/www/apache24/data/ D 000 OO
Jodddoooooooooooooooon

certbot-autoD 00O 00000 DODO0ODOODODOODOOOODODODODOODOOODOODOO

/etc/letsencrypt/renewal/hgotoh.jp.conf 0O 0D 00000 OD0DO0O0OD0OO0O0OOODOOOOOOOOOOO
ogodooooooooodoooon

O0O0O01000Ocertbot-autoD OO0 O 000000 DOOCOCOOOO0O0OD20000000000C00
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gooogd
gooodgd

gobogoo gobogobooobobooobbooooboooooboog
goboooo

goon

root@crusade:/home/letencript # letsencrypt/certbot-auto certonly -d
hgotoh.jp -d www.hgotoh.jp

goooooo

root@crusade:/home/letencript # letsencrypt/certbot-auto renew
dooooooooooooooooooo

root@crusade:/home/letencript # letsencrypt/certbot-auto renew
WARNING: unable to check for updates.

Processing /etc/letsencrypt/renewal/hgotoh.jp.conf

The program httpd (process ID 69125) is already listening on TCP port 80.
This

will prevent us from binding to that port. Please stop the httpd program
temporarily and then try again. For automated renewal, you may want to use a
script that stops and starts your webserver. You can find an example at
https://letsencrypt.org/howitworks/#writing-your-own-renewal-script.
Alternatively you can use the webroot plugin to renew without needing to
stop

and start your webserver.

2016-09-10 12:23:11,731:WARNING:certbot.renewal:Attempting to renew cert
from /etc/letsencrypt/renewal/hgotoh.jp.conf produced an unexpected error:
At least one of the (possibly) required ports is already taken.. Skipping.

All renewal attempts failed. The following certs could not be renewed:
/etc/letsencrypt/live/hgotoh.jp/fullchain.pem (failure)

1 renew failure(s), 0 parse failure(s)

root@crusade:/home/letencript #

O00000Ostandalone0 0000000000000 O0OODOOOOStandalone0 0000000

O00000ooos8onoO0oooooOoooo(wWeb0OO0)OOODODOODOOODODOODOODOOO
ggd

certbot-autocO0 D000 cronD 0000000 DOO0OO00DODOOOO0DOOOOOQ-webrootOOOOO(]-
wOODOOOoOOoOoooooooooog
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