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/etc/ssl/CA/private/cacert.withpass.key
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Jetc/ssl/CA/cacert.csr

ggodooooooogo

goooobboooooooo

000 CAODOOOODD lete/sslDD0O CAODODOOOODODODOOOODOOOODOOOOOOD

o

root@hiroko:/etc/ssl # mkdir CA

root@hiroko:/etc/ssl/CA
root@hiroko:/etc/ssl/CA
root@hiroko:/etc/ssl/CA
root@hiroko:/etc/ssl/CA

goobooooooon

root@hiroko:/etc/ssl/CA
root@hiroko:/etc/ssl/CA
root@hiroko:/etc/ssl/CA
root@hiroko:/etc/ssl/CA

H B H R

# cd CA

# mkdir certs

# mkdir crl go0o0ooooobooboboboooo

# mkdir newcerts <0000000000000000000

mkdir private 0000000000 000coo0ood
touch index.txt
echo 01 > serial

00 Jetc/sslfopenssl.enf 00 OO O0O000OCOO0O00O0O0OOC0OOO0ODOOOO0OOOOOOODO

ooood 00 O@ono)
dir Jetc/ssl/CA

[ CA_gefault ] private_key $dir/private/cacert.key

[req] default_bits 2048
countryName_default P
stateOrProvinceName_default |hgotoh

[ req_distinguished_name ]/localityName hgotoh
0.organizationName_default noname
organizationalUnitName_defaultjnoname

i

[ CA default ]

I dir = /etc/ssl/CA # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
crl dir = $dir/crl # Where the issued crl are
kept
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database $dir/index. txt # database index file.

O d

I private key $dir/private/cacert.key # The private key
MG R e e e s R
[ req ]

I default bits
default keyfile

2048
privkey.pem

a
a

[ req distinguished name ]

countryName = Country Name (2 letter code)
I countryName default = JP

countryName min = 2

countryName max = 2

stateOrProvinceName = State or Province Name (full name)
I stateOrProvinceName default = hgotoh
I localityName = hgotoh

0.organizationName = Organization Name (eg, company)
I 0.organizationName default = noname

organizationalUnitName Organizational Unit Name (eg,
section)

I organizationalUnitName default

noname

oodgooooon

OO0O0D0000 Jete/ssl/CA/private/cacert.key D OO0 OO

root@hiroko:/etc/ssl/ # cd CA

root@hiroko:/etc/ss1/CA # openssl genrsa -aes256 -out private/cacert.key
2048

Generating RSA private key, 2048 bit long modulus

.................................................................... +++
.................................. +++

e 1s 65537 (0x10001)

Enter pass phrase for private/cacert.key: -00oooogoon
Verifying - Enter pass phrase for private/cacert.key: ~000d

goooodg
root@hiroko:/etc/ssl/CA #
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ogooooobobod

0000000 /etc/ssl/CA/private/cacert.key 00 0 00O /ete/ssl/CA/cacert.csr0 00000

root@hiroko:/etc/ssl/CA # openssl req -new -key private/cacert.key -out

cacert.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [JP]: -00goooon

State or Province Name (full name) [hgotoh]: 000000

hgotoh []: ~-0000go

Organization Name (eg, company) [noname]: -00ooon
Organizational Unit Name (eg, section) [noname]: 00oooo
Common Name (e.g. server FQDN or YOUR name) []:ca.hgotoh.jp <Common Name
00000000000 O000OO0OFQDN ca.hgotoh.jp OO OO

Email Address []:caadmin@hgotoh.jp 0000000

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []: -00000D00O0oooog

An optional company name []: ~-000oD0ooodDooood
root@hiroko:/etc/ssl/CA #

Jogoobobobooogd

0000000 Jete/ssl/CAlcacert.csr 000 000DO0OO0O00ODODOOOODOOOOO
Jetc/ssl/CA/cacert.cert D0 O 0ODOODOOO100@EO) 0D 00DOOODOOODOOO

root@hiroko:/etc/ss1/CA # openssl x509 -in cacert.csr -days 3650 -req -
signkey private/cacert.key -out cacert.cert

Signature ok

subject=/C=JP/ST=hgotoh/0=noname/0U=noname/CN=ca.hgotoh. jp/emailAddress=caad
min@hgotoh.jp

Getting Private key

root@hiroko:/etc/ssl1/CA #

00000000 cacert.csr0000D0000ODODO cacertkeyOOOODOOODOOODODOOOODOODO
oo oooon

O000D00000000000000Od Jete/ssl/CA/private/cacert.key OO OO
/etc/ssl/CA/cacert.cert DO DO OO OO /etc/ssl/CA/cacert.pem 0000

root@hiroko:/etc/ss1/CA # mv private/cacert.key private/cacert.withpass.key
root@hiroko:/etc/ssl/CA # openssl rsa -in private/cacert.withpass.key -out
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private/cacert.key

Enter pass phrase for private/cacert.withpass.key: 0gDooon
0o

writing RSA key

root@hiroko:/etc/ssl/CA # cat private/cacert.key cacert.cert > cacert.pem
root@hiroko:/etc/ssl/CA #

O000000000000000000 Jetc/ssl/CA/cacert.der00 00
root@hiroko:/etc/ss1/CA # openssl x509 -inform pem -in cacert.pem -outform
der -out cacert.der

root@hiroko:/etc/ss1/CA #

or

root@hiroko:/etc/ss1/CA # openssl x509 -inform pem -in cacert.cert -outform
der -out cacert.der

root@hiroko:/etc/ssl/CA #

oo oo UUu o

Joodoogn

000000 mail.hgotohjp 00D OO0ODOOOOO0O

ogooad oo

imapserver.key O00000000o0oOoooooagon

imapserver.cert dooooooooooooooooooon

imapserver.pem doodoooooooooooobooooooooooooooa

goooouoooo HEN

imapserver.withpass.key [0 0000000000000 00COO0O0O0OO0OOOOO
oo0oOoooooooog|go

imapserver.csr ooooooooad

OO0000CommonNamed OO OOFQDNOODOOOODOOOODODOOODOOOODOOUVURLODOOODO

goddgoooooooooo
gL G

goooon

gobogobooobobooon

0 00O mail.hgotoh.jp O 0 00O imapserver.key OO0 00O

root@amane:/etc/ssl/imap # openssl genrsa -aes256 -out imapserver.key 2048
Generating RSA private key, 2048 bit long modulus
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e is 65537 (0x10001)

Enter pass phrase for imapserver.key: ~-00000Db0O0
Verifying - Enter pass phrase for imapserver.key: 000oooo
0

root@amane:/etc/ssl/imap #
000 mail.hgotoh.jp 00000000 OOOO imapserver.csr 0000

root@amane:/etc/ssl/imap # openssl req -new -key imapserver.key -out

imapserver.csr
You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [JP]: -000bDooooooo

State or Province Name (full name) [hgotoh]: 0000000000
0

hgotoh []: Ooooooooooo

Organization Name (eg, company) [noname]: 00p0ooooooooon

Organizational Unit Name (eg, section) [noname]: -00o00ooo

aoooo

Common Name (e.g. server FQDN or YOUR name) []:mail.hgotoh.jp «Common Name
000000000000 0000FQDN mail.hgotoh.jp OOOO
Email Address []:imapadmin@hgotoh.jp 0000000

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []: - 00000D0O0O0oooog

An optional company name []: d0000000D000DO
root@amane:/etc/ssl/imap #

goobooobooood

O00O0 imapservercsr0000000000O0DOOOO imapservercert 00000000

oo ooououooo

0000000000000 000D00000 imapserverkey 0000000 imapserver.cert 000
0000 imapserver.pem 0000

root@amane:/etc/ssl/imap # mv imapserver.key imapserver.withpass.key
root@amane:/etc/ssl/imap # openssl rsa -in imapserver.withpass.key -out
imapserver.key

Enter pass phrase for imapserver.withpass.key: -00D000o0ogo
writing RSA key

root@amane:/etc/ssl/imap # cat imapserver.key imapserver.cert >
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imapserver.pem
root@amane:/etc/ssl/imap #

0000000000000 000D00DOd0O0O(gimapserver.keyllimapserverpem 0000000

o
0000000000000 00000D000000000D00D000000 imapserver.pem 000

0000000 apacheJcourier-imapJd O O

oogdd

gooogooo

OooOoOoOOoOOoO0ODOO0O0OD0DODOO0OO imapservercsr00000O0O0O0OOO imapserver.cert 00O
oo oodgboobodoogbdiilgooooooodn

root@hiroko:/etc/ssl/ # openssl ca -config /etc/ssl/openssl.cnf -policy
policy anything -in /etc/ssl/tmp/imapserver.csr -out
/etc/ssl/tmp/imapserver.cert
Using configuration from /etc/ssl/openssl.cnf
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 4 (0x4)
Validity
Not Before: Apr 10 20:17:27 2016 GMT
Not After : Apr 10 20:17:27 2017 GMT

Subject:
countryName = JP
stateOrProvinceName = hgotoh
organizationName = noname
organizationalUnitName = noname
commonName = mail.hgotoh.jp
emailAddress = imapadmin@hgotoh. jp

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:
XX 3 XX XX 5 XX XX EXX 2 XX P XX EXX 3 XX P XX 5 XX EXXEXX 3 XX XX 8 XX P XX P XX 2 XX
X509v3 Authority Key Identifier:
DirName:/C=JP/ST=hgotoh/0=noname/0U=noname/CN=ca.hgotoh.jp/emailAddress=caad
min@hgotoh.jp
serial:xXX:XX:XX:XX:XX:XX:XX:XX

Certificate is to be certified until Apr 10 20:17:27 2017 GMT (365 days)
Sign the certificate? [y/n]:y
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1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

root@hiroko:/etc/ssl/ #

goobodad

O0000D00O00000 imapservercert 00 O0000O0OO0O0ODOO

Jooooogogogo

gobogoboboodbobooobboooboooboboo

oo aog

imapclient.key dooooooooooooooobooa

imapclient.cert dobodooooooobooooouoooooooon
imapclient.pem godooooooodouoooooooooouoooooon
imapclient.p12 imapclient.pemd PKCS120 0000000 OO0OODOOOO

gooooooooono [go

imapclient.withpass.key |00 00000000000 0000OCO0O00O0O0OOO
goooooooooboooo

imapclient.csr O00D0DOooooooog

OO00OO00obO0o0ooO0oboo0obOOoooOOoooo bOboooOoobopPCODObOOODOODOOnO
Oimapclient.pemd PKCS120 0000000000 OO0OODOOOPCOODODOOOOODOOOOODO
googd

gopCOO0OC0ODOODOOOODOOODOPCODOODOODOODOPCODODODOODODOOD
gobooobbooobbooobbooobbuoooobo

gobooobbbbooooobobobbn

oo LUO ¢
O000000000000000 ThunderbirdDOODOOOODODOODOOOOOOOODOOOOO

e 100OOODODO
e 10O DODODO

000000000000 imapclient.cert 000000000 OO00ODOODOOODOOOQN
cacert.cert U UDODUOUOO” DOUOODDOOUODDOOO

Loogooobooobooboooobooo

guoooobobod
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gobogobooooobooooog

000000 h.kuma OOOO imapclient.key 00 00O

$ openssl genrsa -aes256 -out imapclient.key 2048
Generating RSA private key, 2048 bit long modulus

............................. +++
......................................................... +++

e is 65537 (0x10001)

Enter pass phrase for imapclient.key: ~-00000Db0O0

Verifying - Enter pass phrase for imapclient.key: ~-00000non
O

$

000000 h.kumaOOOODO imapclient.csr0 000

$ openssl req -new -key imapclient.key -out imapclient.csr

Enter pass phrase for imapclient.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:JP -00D0o0O0oDpDooooon

State or Province Name (full name) [Some-State]:hgotoh <0000
goooooo

Locality Name (eg, city) []:hgotoh -00000Doooooon

Organization Name (eg, company) [Internet Widgits Pty Ltd]:noname
<0000000b0DbO0O0

Organizational Unit Name (eg, section) []:noname -0oooooo
good

Common Name (e.g. server FQDN or YOUR name) []:h.kuma ~Common
NameO OOOODODOOODOODOODOOO

Email Address []:h.kuma@hgotoh.jp 0000000

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []: ~-00000Db00000OoOg
An optional company name []: ~-000DoDO0ooooDooood
$

goboooobooogd

0000 imapclient.esr00 0000000000000 imapclient.cert0000O00DODO
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gbobogoboooboobooobboon

0000000000000 00000000D000 imapclientkey 0000

$ mv imapclient.key imapclient.withpass.key
$ openssl rsa -in imapclient.withpass.key -out imapclient.key

Enter pass phrase for imapclient.withpass.key: -0ooooooa
writing RSA key
$

O0000000000000 imapclientkey D 0000 OO00O0OD imapclient.cert 0000000
imapclient.pem 00 00O

$ cat imapclient.key imapclient.cert > imapclient.pem ~imapclient.certO
doooooo
$

O0D00OPKCS12000000000 imapclient.pl2 000000

$ openssl pkcsl2 -export -in imapclient.pem -out imapclient.pl2 -name
"kuma's key"

Enter Export Password: 00000000 "kuma's key"OOQOOoOooOO
ogooooooooobooooooo

Verifying - Enter Export Password: 00000000 "kuma's key"O
godoooboooooooooooooooooo

$

imapclient.pl2 0000000000000 OOO0OODOOOOODOOOOODOO

oogdad
gooooogo

0000000000000 000 hkumaOOOODO imapclient.csr0000000000000O0O
imapclient.cert 0000 000000 DOOOO0OOOD100O0O0O0O0O0ODOOO

root@hiroko:/etc/ssl # openssl ca -config /etc/ssl/openssl.cnf -policy
policy anything -in /etc/ssl/tmp/imapclient.csr -out
/etc/ssl/tmp/imapclient.cert
Using configuration from /etc/ssl/openssl.cnf
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 5 (0x5)
Validity
Not Before: Apr 10 19:35:39 2016 GMT
Not After : Apr 10 19:35:39 2017 GMT
Subject:
countryName = JP
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stateOrProvinceName = hgotoh
organizationName = noname
organizationalUnitName = noname
commonName = h.kuma
emailAddress = h.kuma@hgotoh.jp

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:
XX 3 XX XX 5 XX XX EXX 2 XX P XX EXX 3 XX P XX 5 XX PXX P XX 3 XX XX 8 XX XX P XX 1 XX
X509v3 Authority Key Identifier:
DirName:/C=JP/ST=hgotoh/0=noname/0U=noname/CN=ca.hgotoh.jp/emailAddress=caad
min@hgotoh.jp
serial:XX:XX:XX:XX:XX:XX:XX:XX

Certificate is to be certified until Apr 10 19:35:39 2017 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

root@hiroko:/etc/ssl #

goodaguo

0000000000000 00 imapclient.cert 000000000 OO0ODOOO

oogoogd

gobooobobooobobooobbooobbooooboo

oooooobobn

“-days 1460” 0365 x 4=146004100002019-01-010 0000000 02019-01-01000000
0002018-05-040 0000

$ openssl x509 -days 1460 -signkey imapclient.key -in imapclient.cert -out
imapclient.cert.new
Getting Private key
$ mv imapclient.cert imapclient.cert.old
$ mv imapclient.cert.new imapclient.cert
$ openssl x509 -noout -text -in imapclient.cert
Certificate:
Data:
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Version: 3 (0x2)
Serial Number: 12 (0Oxc)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=JP, ST=hgotoh, L=hgotoh, O=noname, OU=noname,
CN=h.kuma/emailAddress=hgotoh@hgotoh.jp
Validity
Not Before: Jan 1 03:57:49 2019 GMT
Not After : Dec 31 03:57:49 2022 GMT
Subject: C=JP, ST=hgotoh, L=hgotoh, O=noname, OU=noname,
CN=h.kuma/emailAddress=hgotoh@hgotoh. jp
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
0
{
{
$

O000,openssl, CADOO,000000,000000000,SSLO000O
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