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jailo 0000

200801 0400 0500 1301 5101 3200

oot

2008/04/05 otsunel] 0 0 0 0 00O 0O O [J/etc/rc.conf 0 sendmail_enable=“NONE”0 00000
oo

NONEOOOOOODOCOOOODOOOO0ODODOOO0OO0ODOOOOO0DOOOQ6.3RELEASED
letc/rcd/sendmail DO ODOOOOOOODODOODODO

case ${sendmail enable} in

[Nn][0o] [Nn][Ee])
sendmail enable="NO"
sendmail submit enable="NO"
sendmail outbound enable="NO"
sendmail msp queue enable="NO"

.
r

esac

NONE-NOO O OODOUODOOODOOODOODotsuneD 0D OODOODOOODOODODOODOO orz
6.2RELEASED 000 00D0DOO00OODOO NONEODOOODsendmailD 000 O00O0OOOOOOO

O06.3RELEASED D 00O O0DOOODOO0OOODOOODOOOOODOOODOOODO ODObOODOObOOoD
googobdoooboboooboobooboobobboobooboobobobobbobboobLOoOoD

ezjailljaill 0O OO

OO00bOoboooboboboooboboobobuobooobOobreotbODOoOnOrootd
gobooobbodbobbooobbooobboobobbooobboooo

0o0o0o0oobobooobooobobooobbooobbooobobooobobogreotooO
ggoooogo

gd

FreeBSD6.2RELEASE O O O O [jail O FreeBSDO O OO OO OQchroot DO OO0 OO0OODOOODOOONO
godoodoooooodoouooooooooooooooo

guoooooon

gogooooooo
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2.VvMOOODOODOO0OO0OD0O00D0OO0DO0oO0oO0O0rootdOoOnO
good
VMwared O [VirtualPCO OO OO OOOOOOOODOO

oo Oon
gobogoboooooobooooboog

gobooobbfjgemu D000 O0do OO0 bO0OO0bbOOo0ObLbOOoOobLbDO
OVirtualBoxOOOOOOOOOO

dddddodoododddooooooododoooooooooooooooooooon
gbobogobbooobbooobobooobboooobn

germubl 000000 -0O00O0O0O0DOOOO0DOO0ODLD -O00bObOoOoobboooboboooboD
gooodad

| «-- gemuOO - - |
[DO0OO] « [NAT box] « [0O0O]

OO00O00DO000O00OO00DOO00oOO0bOOoFAQDODODOOODDOODODOODODOOODbOODPCODO
oooooOooooOOoOOoOOOOO OoOoOoQyFoOoOOOOIPODOOOODOOOODjeEODODODOODODOD
good

jild0bDoc0oooood

ezjailD 00O OO

00000000 pEIDOCOO000OOO000DOO000ooOoOo00ooooD boooooogoooo
0000 ez@ilD0ODO0ODOO000ODO0OO0OOO0DODOD 6.0RELEASEDDDO0OIODOOOODOO( portsO
goboooboboooooo

failsafe# cd /usr/ports/sysutils/ezjail
failsafe# make ; make install

ezjail.conf O O O

Jusr/local/etc/ O ezjail.conf.sample 00D OO0OO0O ezjail,confODOODODOODOOO ODOOOO
OO0 Jusrfjails 00000000000 ezjail jaildirO 0D O0D0OO00O0DO0OOODOODOOOOODOOO
good

# ezjail.conf - Example file, see ezjail.conf(5)

#

# Note: If you alter some of those variables AFTER creating your first

# jail, you may have to adapt /etc/fstab.* and EZJAIL PREFIX/etc/ezjail/*
by

# hand

# Location of jail root directories
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#

# Note: If you have spread your jails to multiple locations, use softlinks
# to collect them in this directory

ezjail jaildir=/home/jails « 00

# Location of the tiny skeleton jail template
fusr/src 00O OD0O0O

oSOOD0D000NDDOO0O0ODOOO fusr/src 00000000000 OODOO sysinstallDODODO
0000000000 000poOoooSOoo0oonooooononezalD0DOO0OOOOoOOOnO
0000000000000 000000 ${ezail jaildir}yOOODODOODOODOODOOO

¥l OOODODOOOODODOOUOOooooooooooo
gooodad

00000000000 /homefjails 000000 00O O failsafe# ezjail-admin update 0 0 0 00O
Oo0OoO0O0opoooooooogoooo

..000oooobogd gemuOSOOO0OOODOODOODOOODODOODO...

O00000000OQ0Mhome/jails/fulljpil 00000000000 000D000O0ODOOOO0 OOOOO
goodgd

Note: a non-standard /etc/make.conf was copied to the template jail in
order to get the ports collection running inside jails.
failsafe#

godooooooodgo
drwxr-xr-x 9 root wheel 512 1 18 17:16 basejail
drwxr-xr-x 3 root wheel 512 1 18 17:18 flavours
drwxr-xr-x 12 root wheel 512 1 18 17:18 newjail

gbobooobobooobobooon
goooonb

oo ouuuua

eO00D00OODOODOYDOODIPODOODOOODOOOOD
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OooboooyrODOODODOO

O000000000oooOPODO0O0j@IDODODO0ODOOOO0OOODO DOOpriooYFO OODO
0 192168120000 0000000 OODLODOODO0ODLODbDODOObODODOOO

failsafe# ifconfig rl@ alias 10.204.187.200 netmask 255.255.255.255

Jetc/rc.conf O 0O O

0000000000000 00000D0000D0O0O0Od/ete/rccconfO000000D0OOOO
ifconfig rl0 aliasO="inet 192.168.1.200 netmask 255.255.255.255"
goooooouoooooooao

ifconfig rl0 alias0="inet 192.168.1.200 netmask 255.255.255.255"
ifconfig rl0 aliasl="inet 192.168.1.201 netmask 255.255.255.255"
ifconfig rl0 alias2="inet 192.168.1.202 netmask 255.255.255.255"

ifconfig rl0 alasX OXOOOOOODOOODODOOOODOOOOOOOO

guodoobobbobooood

O00000OftelnetD 0 00COOO 19216812000 000000000

OO oOooooogipOOO0On 19216811000 00000

telnet 0 192.168.1.100 00000000 1921681200000 0000000000000000O
good

O0000000j@IDDODO0O0O0OooPO000OD@IDDDODOO0ODODOOOOOD

oobooobooogoPocoboooboobOo0 boooobooobooboooooDooboOobooo

goobogoboboooobooobboooboboo obooobbuoobobooobbooooboobag
good

apache

httpd.confO Listen 0O OO OIPOOOOOOOOOO

Listen: Allows you to bind Apache to specific IP addresses and/or
ports, instead of the default. See also the <VirtualHost>
directive.

Change this to Listen on specific IP addresses as shown below to
prevent Apache from glomming onto all bound IP addresses (0.0.0.0)

HoH oHH R R B H

#listen 12.34.56.78:80
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Listen 192.168.1.100:80 <« O0O0O0O 192.168.1.100800 0000000

clamAV

clamd.confO TCPAddr OO O QOO IPODOOOOOOOOO

# TCP address.

# By default we bind to INADDR ANY, probably not wise.

# Enable the following to provide some degree of protection
# from the outside world.

# Default: disabled

#TCPAddr 127.0.0.1

TCPAddr 192.168.1.100 « O0O0O0O 192.168.1.100000000003

freshclam.conf O LocalIPAddress D0 OOOIPOOOOOOOOOO

# Use aaa.bbb.ccc.ddd as client address for downloading databases. Useful
for

# multi-homed systems.

# Default: Use 0S'es default outgoing IP address.

#LocalIPAddress aaa.bbb.ccc.ddd

LocalIPAddress 192.168.1.100 « OOO0O 192168.110000000000

inetd

sambalswat0 0 OO O0OOO0O0OO inetd.confO OO0 O /etc/rccconfO 0D O0DOOOO

inetd enable="YES"

inetd flags="-wW -C 60 -a 192.168.1.100" « OO OO 192.168.1.1000000000
g

sshd

sshd_config O ListenAddress 00 OO0 IPOOODOOO0ODOOO

#Port 22

#Protocol 2

#AddressFamily any

#lListenAddress 0.0.0.0

#lListenAddress ::

ListenAddress 192.168.1.100 « OO OO 192.168.1.1000 0000000

jpil 0 0o0o0ooooooog

pilD00o00oDbD0oooDooo

0 O O O Wiki - https://wiki.hgotoh.jp/



Last update: 2024/11/01 16:25 documents:freebsd:freebsd-009 https://wiki.hgotoh.jp/documents/freebsd/freebsd-009

failsafe# ezjail-admin create instanceName 192.168.1.200

instanceName D jail0 000 0(@O0O0D00DO)YDOOoOogpPOOOOO0OOOOOOoOooOOrOODO
OobO0o0obO0o0o0O0obOoooOoooO0obOOoobODoooOobD boboooglPOCObDOObOODOOD
gobogoboodbbooobobooood

Warning: Some services already seem to be listening on IP 192.168.1.200
This may cause some confusion, here they are:
root ntpd 612 7 udp4 192.168.1.200:123 W
Warning: Some services already seem to be listening on all IP, (including
192.168.1.200)
This may cause some confusion, here they are:
pgsql postgres 685 4 tcp4 *:5432

root ntpd 612 4 udp4 *:123
root syslogd 518 7 udp4  *:514
failsafe#

ooooon

entpd D00 192.168.1.200:123 00000000
e PostgreSQLntp(lsyslog D OO0 OO OIPOODOODOOOOODOOOOOO

gooooooon

ezjpilladminD OO OOODO000O0O0O000D0OO0O00D0ODO000D0ODOOO0OgsockstatD OO0 OO
oo UUUU g

e 10192.168.1.2000 ListenD OO OOOODOO

failsafe# sockstat -4 -1 | grep "192.168.1.200:[[:digit:]]"

root ntpd 627 10 udp4 192.168.1.200:123 :
bind named 514 28 udp4 192.168.1.200:53 %3 g s
bind named 514 29 tcp4 192.168.1.200:53 eEL
failsafe#

e JO0D00O0OOLstenDOOODOOOO

failsafe# sockstat -4 -1 | grep "*:[[:digit:]]"

root nmbd 39738 7 udp4 *:137 G
root nmbd 39738 8 udp4 *:138 W
root smbd 39731 19 tcp4  *:445 %3 e
root smbd 39731 20 tcp4  *:139 %3 g s
root Xorg 900 3 tcp4 *:0000 SRS
www httpd 660 3 tcpd4b6 *:80 Sl
www httpd 659 3 tcpd4b *:80 S
www httpd 658 3 tcpd4b *:80 W A
www httpd 657 3 tcpd4b *:80 %3 p s
www httpd 656 3 tcpd4b *:80 %3 g s
root httpd 649 3 tcpdo *:80 W 8 5
root ntpd 627 4 udp4 *:123 A
root nfsd 578 3 tcpd  *:2049 % g s
root mountd 576 4 udp4  *:699 *ak
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root mountd 576 5 tcpd *:702
root rpcbind 524 9 udp4  *:111
root rpcbind 524 10 udp4 *:870
root rpcbind 524 11 tcp4 *:111
bind named 514 32 udp4 *:51974
root syslogd 449 9 udp4  *:514
failsafe#

jaild 0 oo

goOo0d0O/etc/rccconfO0 00000 0O0OOO0O

ezjail enable="YES"

X X X ¥ ¥ ¥

X X ¥ ¥ ¥ X

j@il00C0COOOO0OO0O Jusr/llocal/letc/rc.d/ezjail.shO O OO DODOODjRIDOOOOOOOOOOOON

rcconfJ00000000C0O0O0OCOO0O0O0OOOjIOOOOOO

failsafe# /usr/local/etc/rc.d/ezjail.sh start
ezjailConfiguring jails:.

Starting jails: instaceName.

failsafe#

O0000000000o0oo0oooooodplsobooooooo

failsafe# jls -la
JID IP Address Hostname Path
1 192.168.1.200 instanceName
/home/jails/instanceName
failsafe#

0000000000000 0000O0ONexecOOOOOOOO

failsafe# jexec 1 /bin/sh
#

O0JDO0jlsO 0000000000000 000DO000D00ODO0O00D0OOO0 instanceName
00000000000 instanceName OO OO OOOJID*“1"00000000000O0ODOODO0O

goboooboodobooobbuooobooobobooboboo

jailll 0 o0o0ooooooo

ODO0O000jaloDO0n0Ogn syslogfcronflsendmailld 000000000000 O0DOOO DOODOOOO

OsshdOOOODO0ODOOOODOOOODOODOO

rc.confO O OO
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O 0O O fetc/rc.confO 00 O

inetd enable="YES"

inetd flags="-wW -C 60 -a XXX.XXX.XXX.XXX"
syslogd flags="-s -a XXX.XXX.XXX.XXX"
rpcbind enable="NO"

network interfaces=""
hostname="hogehoge.hgotoh.jp"

sendmail enable="NO"

xxx.xxxxxx.xxx 000 Jail00000000IPOCOOOinetdd 0000000 NO"OOOOOODO
sendmaild“ NO"OOUOO“NONE"0 00000000 DODOOOODOOOOODOODOOOODOO
oooboopob*ooooon

sshd

j@ild00dn fetc/rccconf0 000000000 rccconfO0000OO0DOODOO0O

sshd enable="YES"

00 /etc/re.d/ 00000 sshd0D 00000000 0O0OOO0O00ODOOOODOOOOOOODOOOODO
OsshdOOODOODOOOOO

# cd /etc/rc.d

# ./sshd start

Generating public/private rsal key pair.

Your identification has been saved in /etc/ssh/ssh _host key.

Your public key has been saved in /etc/ssh/ssh _host key.pub.

The key fingerprint is:
ea:c7:fb:10:7b:f7:79:6d:8e:ca:ea:55:16:a6:84:4b root@instanceName
Generating public/private dsa key pair.

Your identification has been saved in /etc/ssh/ssh host dsa key.
Your public key has been saved in /etc/ssh/ssh host dsa key.pub.
The key fingerprint is:
a7:a9:13:aa:72:98:c4:dd:3e:bb:3a:d7:9d:3c:f0:7a root@instanceName
Generating public/private rsa key pair.

Your identification has been saved in /etc/ssh/ssh host rsa key.
Your public key has been saved in /etc/ssh/ssh host rsa key.pub.
The key fingerprint is:
56:2e:84:da:a6:a9:df:b8:e4:9¢:97:10:a0:2d:07:66 root@instanceName
Starting sshd.

ogooooon

ugd

e JOODO -ezail
e otsune's FreeBSD memo :: jaild O O O
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